CONGRESSIONAL EEFERENCE
TO THE
UNITED STATES COURT OF FEDERAL CLAIMS

Congressional Reference N0, 85-887TK

RICHARD M, EARLOW,
of Santa Fe, New Mexico,

THE UNITED STATES
FILED EX FARTE. IN CAMFRA
AND UNDER SEAL

S T R N PR

DECLAR: ""ID\ OF LIEUTENANT GENERAL MICHAET. V. HAYDEN,
UNITED STATEE ATR FORCE, '
DIRECTOR OF THE NATIONAL SECURITY AGENCY

I, Lieutenant General Michael V. Hayden, United States Air Force, do hereby .

state and declare as follows:

i. {1 I am the Director of the National Security Agency (NSA)-an
intelligence ageney within the Department of Dn.;:fense. fam responszible for
directing the NSA, overseeing the operations unn:ic—.r:r;ken to carry out its mission,
and, by specific charge of the President, protecting NSA activities and intelligence
spurces and methods. I have been designated an original TOP SECRET

classifieation authority under Executive Drder (E.Q.) No. 12958, 60 Fed. Reg. 19825

(1855) and Depariment of Defense Direchve No. 5200, 1°R , Information Security

Program Regulation, 32 C.F.R. 1594.12 (1294),
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9. (U/FOUO) The purpose of this declaration is to suppart a formal assertion
of the States Secrets privilege and to assert N3A's statutory privilege over NSA
Intelligenes reports and information derived from intelligence reports contained in
minutes of the Nuclear Export Violations Working Group ("NEVWGE) meetings.
These documents are sgugnt by Mr. Barlow through dizcovery requests in this action.
The matress set forth in this ceclaration are basad upon my review and consideration of information
provided to me in my official capacity, my experience and Clﬂﬁl—ﬂ_:é’-ﬂ reaarding NSA's mission and

the exTemes sensiivity of the informarion contained i or denved Tom NSA's Intellizenca repons,

sdvice of counsel, and conclusions reached in accordance therewith.
TASSTFTCATION MAT 35
SESTSTTUR (UAFOUO) Thus declaration is classified TOP SECRET/COMIN Li/X 1 pursiant

to the stendards in Executve Order Mo, 12958, 3 CER. 333 (1994), az amended, reprined in, 30
U.8.C. 435 note (1998). Under that Executive Order, mformetion is clgssified “TOP SECRET i
disclosuse of the informaricn would cause sxceptionally grave damagae o the US, aatiomal seco- -
rcy, “SECRET if sericus damags would result, ang “"CONFIDENTIAL" if identifiabls damage
would result. Al the beginning of each paragrach of this deciarstion, the letter or letters in paren-
theses designate(s) the degree of sensitivicy of the informatiot e paragzaph contains, When

used for this purpose, the letters “TJ," “C," “3,” and “TS" indicate respectively that the information

is either UNCLASSIFIED, or is classified CONFIDENTIAL, SECRET, or TOESECRET. The
phrase “FOR OFFICIAL USE ONLY™ and its acronym “FOUQ™ identify information which bas
nct been given a security classification pursuame to the critaria of an Executive Crder, but which is

S

withhield Tom the public for one or mere reasons cited in exemptions 2 theough 9 of the Freedom
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of Informarion Act, 5 U.5.C. § 5352. The :Eﬂ:l:it_:gs “NH1" following tha ::.EIEEi.f[L'..-".'E-LL'lEt‘E in the
header and footer of sach page indicate an exemption from antomate declassification and the
durarion of that exemengon. This declaration contains informaticn for which zﬁdi:ﬁcna! safa-
guarding and asccess reguirsments, E:ﬂﬂl:':“li:.ﬂg those normally required for information at the same
classifization level, are gecassary. The term "COMINT,” 2 subset of Signals Intellizence, and its
comesponding abbreviaran “SI" indicare communicatons intelligenes or special iniellizsence
derived f:'ﬂ!];l or concerning the intercspt of forsign communications by other than the intended
recipient; these replace the control term “HANDLE VIA CG_E@T CHANNELS ONLY” and the
COMINT codzwerd "UMBRA,” found in the two Sigrals [nelligence ("SICIONT™) reports at
issue and the NEVWG minutes, which contzin information derived from cumerous SIGINT
reports, In addidon, this decizeation conraing information which concerns pardcularly sensidve
signals intelligence informanon designated by the term GAMMA, 2 marking found on one of the
SIGINT repors. All NSA infermation over which I herein assert NSA's siarutory privilege and
which I And must be protected by the States Secret privilege is Sensitive Camparmeancad Infor-
maton or "SCL" SCIinTormaden i3 clzssified intelligence information conceming or derved
Fom intelligence sources, methods, or analvrcal processes reguiring handling exclusively within

special zccess controls. Al NSA infermation soughr o be protefied is classified SECRET or

TOP SECRET Sensitive Compartmented Information,. -5 &

BACEGROUND

4. £ [0 my otficial capacity [ have been advised that the Plaintit, Mr. Barlow,
sezks compensadon chrough this Congressicnal referance for allzged wrongrul gersonnel acdon
tzken by the Department of Defense m 1989, Tundersstand that Mr. Bariow claims chat the action

- —

wzs taken as 3 result of s kmowledge that PoD supenors provided misleading information to the
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Forzign Affairs Committee concerning the sale af F-16 aircraf: o Pakistan, [ also under-
stand that Mr. Barlow i3 se=lany 2 number of categaries of informatdon from DoD, CLa and NSA,
among others, relating to Pakistan's development of nuclesr weapons in the dme frame beowesn
1986 and 19940, Farther, T am aware that the Dicector of Ceatral Intelligence (DCI), 1n his public
declaradon in this martzer, in which he assects the States Secrets prvilege over CLA and intelli-

gence community information, acknowledges that during the 1936-1990 period the intelligencs

comumunity used its zources and methods to monitor Pakistan's nuclear program. The DCI also

states unequivecally in chat declaration that it is absolutely essential to protect the intelhigence

L

3, (UVFOLUQ) Access to the N3A informatian ar issue 18 reserved o those who POSSESS
the necessary security cleararces and gocess approvals. In this case [ deny access approval o the
NSA information requestsd. Plaindff’s counsel has never held an NSA clearance or access
approval. Further, although Plainti¥ may currently possess a TOP SECRET clearance, Iconclude
thar the information sought here for Ltugadon purposes, must not be disclosed. The information

must nct be disclosed becange of te fragility of the sources and methods involved and the risk

that disclosurz would compromise those scurces and methods.”

I. Execurive Ordas 12958, secrion 4.2 and Exscuttve Ornder 12263 scedor L2 pequics, prior o obaining
access o classinsd informaotion. @ demonsimalad “azed o kocw” in additer 20 2ossessing approoriats secu-

riy clearanses and access aspravals, Pucher. determinacons segacding "need oy kaow™ are comoutied oo the
discreton of the Aresncy and are conciusees, Secnon 13 of Exec. Ordar 129e8 However. a Siscussion of the
“Aeed m know' iss0e i3 nor necessary whees the Staes Secrews privilege or NSA's stotutory priviiegs are

inviokad.
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§.(U7) The National Securizy Azency/Central Security Service was established
by Presidencial directve in 1552 as a separately organized agency within the
Department of Defense under the direction, authority, and control of the Secretary of
Defonsze. NSA has two primary missions: (1) to conduct the signals intelligence
(“SIGINT™) activities of the United States Government; and (2) o carry out the
resporsibilities of the Secretary of Defense concerning the security of
commurications systems for the United States Goverzent.

7.{U) NSA's SICINT mission is conducted throvgh sophistieated collaetion
technoiogies that allow NSA to obtain informabion from foreign eleccromagnetic
signels. Based on information derived from these activities, NSA provides reports on
& rapid-response basis to national policy-makers, military commanders, and other
entities throughout the federal government. This information has proven to be highly
reliable and essential to the natiopal defense, nationai sacurity, and the conduct of
the foreign affairs of the United States Information oliained from imtercepted
foreign communications is called comrmumications intellicence (hereinafter,

“COMINT™). NSA's COMINT efforts constitute part of the core funccions and

S R—

actvities of the Agency. SR

3. FF8HER-A fundamental tenet of the COMINT procesa is that the identity of
specific communicatons {commonly referred to as “targets”), the dagrr.;? of success in
exploiting those targets, the vulneranhriy of particular for=ign commuricaiions, and
the extaat of any crvptazalytic suecesses are all matiers that must be maintained in
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communications. [hsciosure of the identity of the targets, the degree of success or
weakness in exploiting those targets, the valnerability of particular foreign
communications, and the extent of any cryptanalytic suecess would encourage
cnu:terﬁ;asmes by the tarpets of NSA's COMINT effort=. If a foreign power is
successful iz defeating an intercept operation, &1l of the intelligence from that source

i lost unless and until NSA can establish new and equivalent exploitation of the

foreign powers’ signals, [f a source becomes unavailable, national policy-makers,

h— S

ilitary commanders, and the intelligence community must operate without the
militars the int t operate without th

9.1 All aspects of N3A's COMINT eforts are integral to NSA's core functions
and actvities. These functions and activities are pmtcctrzé from pubiit_-iisr:lusura by
several statutes. These statutes protect the fragile nature of NSA's COMINT efforta
including but not limited to the exisience and depth of sipnais intelligence-related

analyvtical successes, weaknesses and exploitation technigues. These statutes

recognize the vulnerahbility of signals intelligence to countermeasures of a foreign

— e

power and the significance of the loss of valuable foreign intelligence information to
aational policy-makars, military commanders, and the intalligence community.
107} In partdcuiar, the Matonal Security Agency Act of 1859, described

kelow, protects classified and unclassified functions and acovities of N2A. Also, the

Mational Security Act of 18947, cadified ac 50 U.S.C. § 403-3 (c)(6), provides that the




Director of Central Intallizence (DCI), as head of the intelligence community, shall
protact intelligence soureces and methods from unanthorized disclosure. NSA, as part
of that community, is also responsikle to protect intelligence sources and metheds. 50
[0.5.C 401a(4}{C}, Section 1.7{e} of Executive OUrder 12333,
NSA'S STATUTORY PREIVITEGE
(50 U.5.C. § 402, note}
11.{1N There are two primary methods of protecting NSA functions and
activities in idgation such as this. The first is by t]:l_EiTg:'S'SEI"iDn of the States Secret
privilege by the Secretary of Defense, as head of the Agency for this purpese. After
review of the SIGINT reports and examples of the NEVW(G minutes, Iconclude that
it is necessary for the Secretary of Defense to protect the NSA Sensitive
Compartmented Information at issue hers by asserting that pﬁwﬂeg&T.The second

method of protection is NSA's staturory privilege, the privilege which [ assert, as

Direcior of NSA, through this declaration aver the same information.

12. (T Section 6 of the Nadona! Secunity Agency Act of 1952, Public Law
" 88-36 {50 U.S.C. § 402, note! provides that “[n] othing in this Act or any other
law . ..shall be construed to require the diﬁ::lﬂﬁi_.lr__t?‘ﬂf the organization or any
function of the National Security Agt—;-nc}:, of :l.n.}"_gi:aﬁ:lr;l'.'n.lﬂ.ﬁnn with respect to
the activities thereof, or of the names, titles, salaries, or number of the persons
employed by such agency” By this language Congress expressed it= E.i:d:'.ﬂg that
dizelosure of any information relating to NSA achivities is potantially harmful. The
courts have also held that the protection provided by this statutory privilege is, by its

very terms, absolute. See, Linder v N34, 94 F. 34 623 (D.C, Ciz 1998). Section 6
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stafes unequivocaily that notwithstanding anw other law, including the discovery

laws, NSA cannot be compelled to disclose goy information with respect to its

activities. See. Hayder v N34, 608 F.2d 1390 (D.C. Cir. 197%), Further while in this

case the harm in cisclosing the requested reports and the NEVWG minutes would he
very serious, NEA is not F.T.-‘f:l_uirelii o demonstrate specific harm fo national security
when involdng this stamitery privilege. To invoke the privilege NSA must
demonstrate cnly that the information reiates to its setivides. NSAs forctions and
activities are therefors protected firom disclosurs regz:._;:_:;.ﬂéss of whether or not the
information is classified - i.e,, regardless of whether the information is covered by
the State Secrets privilege and, regardless of a requesting party's litigation needs.
Because the SIGINT reports at issue and the NEVW(: minutes are integrally
ralatad to NE.**L'E. functions ;J.:‘.{I activities, that information is ahselutely protected
from disclosure by this statutory privilege.

13.0} Accordingly, I assert the above statutory privilege over the NSA
ariginated information described herein. I da so because the information would
reveal intelligence sources and methods and because the information direetly relates
to WA core functions and activities. Ragardless of any need demonstrated by
Plaintiff in the context of this Hdgation, NSA can nrz'lt.:—';b;;‘_':"-"—requimd to disclose this
information.

TINFORMATION AT ISSTTE
Signals Intelligence Reports

14, (UAFOUDO) Mr Barlew described, in classified tarms, four SIGINT

reperts he requests NSA to produce. His stated intention iz to use the four doeu-
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mentz to he

-

Using M. Barlow's de

lp him deseribe anotaer 20 or more reperts he wants N3A to producs.
Jesesip

|-
reports approxmetely matching Mr, Barlow’s deseriptions. Bath reports are cur-
rently ard properly cla

.
E e
-

ssiffed TOP SECRET UMBRA and one of the twa carries the
af sensitivity of the information contained in the

additional caveat GANNMA, This addifonal caveat is an indicatior of the added level

TEPOTE.

A T e of inf

ormation is asg in

v

valuahie to
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United States policy-makers today as it was at the time of the reports M

“M? hint that these communications are being successfully exploitad would

encourzge immmediate countermaasures. Accordingly, none of the information in the
two SIGINT reports can be released without risking disclosure of the source of the

communications and its method of collection.

Nuclear Export Violatons Workips Group

17 i Likewise, the information repertadin the NEVWG minutes and
derived from MY SIGINT reports would reveal fo the kmowledgeable person

e o o5 and rmethods used to obtain valuable information. Each set of

minutes is covered with a form identifiring the minutas as classified TOP SECRET

CODEWORD, with the handling caveat "handle Via COMINT channeis.” This spe-

. cifically identifies the material as NSA originated intelﬁgeuce.m

Some minutes, as currently stored, have agendas attached which specifically identify
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the serial purbers of WSA SIGINT reports.

R R e .

ton of one set of minutes marked SECEET sach page of the minutes is marked TOP

SECRET UMERA. again, specifically identifying the source of the informi=tion as
SIGINT All information in these minntes derived from SIGINT must thus be pro-
tected,

NCLUSTO!

19, (T7A/FOUQ) Far the reasons stated abova the sk of compromise to the
gources and methods described is too great, and the barm to the natione! securicy
which woulc resuit is too severe, to permir the disclosure fi the informarien sought.
Accordingly, | find it is necessary to protect that information through invocation of
the States Secrets privilege over the two specific SIGINT reporta and over NSA
information in the NEVWG minutes derived from NSA SIGINT reports, and I
hereby assert NSA's statutory privilege over the same information

Pursuant.to Title 28 Section 1746, [ declare under penaity of perjury that the
foragoing is tue and correct
Micdaef UL
MICHAEL V. HAYD
Lieutenant General, TTSAF

Director, National Security Agency

Exacuted th.rﬂ‘i_?hﬁéa? of Pebrzary, 2000
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